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EXECUTIVE OFFICE OF THE PRESIDENT

OFFICE OF SCIENCE AND TECHNOLOGY POLICY
WASHINGTON, D.C. 20502

Dear colleague:

The Nation’s information technology (IT) infrastructure — the seamless fabric of interconnected
computing and storage systems, mobile devices, software, wired and wireless networks, and
related technol ogies — has become indispensable to public- and private-sector activities
throughout our society and around the globe. Pervasive, cost-effective communication enables a
vast, constant flow of information that has transformed work environments and processes in
government, business and industry, and advanced research, health care, and many other fields.

ThisIT infrastructure also supports other critical U.S. infrastructures, such as those that supply
our food, water, energy, financial transactions, and transportation, as well as public health,
emergency response, and other vital services. The interconnectivity that makes seamless delivery
of essential information and services possible, however, also exposes many previously isolated
critical infrastructures to the risk of cyber attacks mounted through the I T infrastructure by
hostile adversaries. The exposure of critical infrastructure to cyber-based attacks is expected to
increase, as convergence of network and device technologies accelerates, and as systems
increasingly connect to the Internet to provide added functionality or greater efficiency.

Safeguarding the Nation’s I T infrastructure and critical infrastructure sectors for the future is a
matter of national and homeland security. Developed by the Cyber Security and Information
Assurance Interagency Working Group under the auspices of the National Science and
Technology Council, this Federal Plan for Cyber Security and Information Assurance Research
and Development presents a coordinated interagency framework for addressing critical gapsin
current cyber security and information assurance capabilities and technologies. The Plan focuses
on interagency research and development (R&D) priorities and is intended to complement
agency-specific prioritization and R&D planning efforts in cyber security and information
assurance. The Plan also describes the key Federal role in supporting R&D to strengthen the
overall security of the IT infrastructure through development of fundamentally more secure
next-generation technologies.

| commend this Plan as an important step in addressing the Administration’s national and cyber
security priorities, and | look forward to working with Federal agencies and the private sector to
develop the research roadmap called for in the Plan.

Sincerely,

Mg

John H. Marburger, 111
Director
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EXECUTIVE SUMMARY

Powerful personal computers, high-bandwidth
and wireless networking technologies, and the
widespread use of the Internet have transformed
stand-alone computing systems and predominantly
closed networks into the virtually seamless fabric of
today’s information technology (IT) infrastructure.
This infrastructure provides for the processing,
transmission, and storage of vast amounts of vital
information used in virtually every facet of society,
and it enables Federal agencies to routinely interact
with each other as well as with industry, private
citizens, state and local governments, and the
governments of other nations. As the IT
infrastructure has broadened to global scale, the
volume of electronic information exchanged
through what is popularly known as “cyberspace”
has grown dramatically and new applications and
services proliferate.

The IT infrastructure supports critical U.S.
infrastructures such as power grids, emergency
communications systems, financial systems, and air-
traffic-control networks. While the vast majority of
these critical infrastructures (including their IT
components) are owned and operated by the
private sector, ensuring their operational stability
and security is vital to U.S. national, homeland,
and economic security interests.

Cyber threats are asymmetric, surreptitious, and
constantly evolving — a single individual or a small
group anywhere in the world can inexpensively and
secretly attempt to penetrate systems containing
vital information or mount damaging attacks on
critical infrastructures. Attack tools and resources
are readily available on the Internet and new
vulnerabilities are continually discovered and
exploited. Moreover, the pervasive interconnectivity
of the IT infrastructure makes cyber attack an
increasingly attractive prospect for adversaries that
include terrorists as well as malicious hackers and
criminals.

X

The Federal Role

In this environment of heightened risk, the
Federal government has an essential role to play in
cyber security and information assurance (CSIA)
research and development (R&D). As in other
science, technology, and engineering fields of
critical importance to the Nation, Federal
leadership should energize a broad collaboration
with private-sector partners and stakeholders in
academia and the national and industry laboratories
where the bulk of Federal research is carried out.
Such a partnership can chart a national R&D
agenda for strengthening the security of the
Nation’s IT infrastructure.

This Federal Plan for Cyber Security and
Information Assurance Research and Development
takes the first step toward developing that agenda.
The Plan also responds to recent calls for improved
Federal cyber security and information assurance
R&D, as outlined in the following documents: the
OSTP/OMB Memorandum on Administration
FY 2007 R&D Budget Priorities; Cyber Security: A
Crisis of Prioritization, the 2005 report of the
President’s Information Technology Advisory
Committee (PITAC); the 2003 National Strategy ro
Secure Cyberspace; and the 2002 Cyber Security
Research and Development Act (P.L. 107-305).

Developed by the Cyber Security and
Information Assurance Interagency Working
Group (CSIA IWG), an organization under the
National Science and Technology Council
(NSTC), the Plan provides baseline information
and a technical framework for coordinated multi-
agency R&D in cyber security and information
assurance. Other areas — including policy making
(e.g., legislation, regulation, funding, intellectual
property, Internet governance), economic issues,
IT workforce education and training, and
operational IT security approaches and best
practices — also have substantial roles to play in
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improving cyber security and information
assurance. However, these subjects are outside the
scope of the Plan, which addresses only the role of
Federal R&D.

Likewise, the Plan is not a budget document and
thus does not include current or proposed agency
spending levels for cyber security and information
assurance R&D. Agencies determine their
individual budget priorities according to their
mission needs and requirements.

Strategic Federal R&D Objectives

The following strategic Federal objectives for
cyber security and information assurance R&D are
derived from a review of current legislative and
regulatory policy requirements, analyses of cyber
security threats and infrastructure vulnerabilities,
and agency mission requirements:

1. Support research, development, testing, and
evaluation of cyber security and information
assurance technologies aimed at preventing,
protecting against, detecting, responding to, and
recovering from cyber attacks that may have large-
scale consequences.

2. Address cyber security and information assurance
R&D needs that are unique to critical
infrastructures.

3. Develop and accelerate the deployment of new
communication protocols that better assure the
security of information transmitted over networks.

4. Support the establishment of experimental
environments such as testbeds that allow
government, academic, and industry researchers to
conduct a broad range of cyber security and
information assurance development and assessment
activities.

5. Provide a foundation for the long-term goal of
economically informed, risk-based cyber security
and information assurance decision making.

6. Provide novel and next-generation secure IT
concepts and architectures through long-term
research.

HITY
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7. Facilitate technology transition and diffusion of
Federally funded R&D results into commercial
products and services and private-sector use.

Plan’s Baseline Information

To provide a starting point and framework for
coordinated interagency R&D to improve the
stability and security of the IT infrastructure, the
CSIA IWG agencies developed the following
baseline information about ongoing Federal R&D
activities in cyber security and information
assurance:

R&D categories and technical topics — a list of
cyber security and information assurance R&D
technical topics grouped in broad categories. While
not intended to be definitive, the list provides a
structure for a survey and analysis of agency
technical and funding priorities.

R&D technical and funding priorities — a set of
interagency priorities derived by aggregating agency
information. These interagency priorities differ
from individual agency priorities, which vary based
on agency missions and R&D requirements.

Investment analysis — a comparison of interagency
technical and investment priorities to identify topics
that are interagency technical priorities and in
which there might be investment opportunities.

(Table 1, pages 18-19.)

R&D technical topic perspectives — commentaries
on the status of R&D in each topic. Prepared and
reviewed by agency representatives with expertise in
specific topics, these commentaries describe the
topic and its importance, the state of the art, and
gaps in current capabilities. (Part II, beginning on

page 31.)

Together, the technical and funding priorities,
investment analysis, and technical commentaries set
the stage for the development of a cyber security
and information assurance R&D roadmap and
other coordinated activities proposed in the Plan’s
recommendations.

e e
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Findings and Recommendations

Strategic interagency R&D is needed to
strengthen the cyber security and information
assurance of the Nation’s I'T infrastructure.
Planning and conducting such R&D will require
concerted Federal activities on several fronts as well
as collaboration with the private sector. The
specifics of the strategy proposed in this Plan are
articulated in a set of findings and
recommendations. Presented in greater detail in the
report, these findings and recommendations are
summarized as follows:

1. Target Federal R&'D investments to strategic
cyber security and information assurance needs

Federal cyber security and information assurance
R&D managers should reassess the Nation’s
strategic and longer-term cyber security and
information assurance needs to ensure that Federal
R&D addresses those needs and complements areas
in which the private sector is productively engaged.

2. Focus on threats with the greatest potential
impact

Federal agencies should focus cyber security and
information assurance R&D investments on high-
impact threats as well as on investigation of
innovative approaches to increasing the overall
security and information assurance of I'T systems.

3. Make cyber security and information
assurance R&D both an individual agency and
an interagency budget priority

Agencies should consider cyber security and
information assurance R&D policy guidance as
they address their mission-related R&D
requirements. To achieve the greatest possible
benefit from investments throughout the Federal
government, cyber security and information
assurance R&D should have high priority for
individual agencies as well as for coordinated
interagency efforts.

=l RARMDE
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4. Support sustained interagency coordination and
collaboration on cyber security and information
assurance Re&D

Sustained coordination and collaboration among
agencies will be required to accomplish the goals
identified in this Plan. Agencies should participate
in interagency R&D coordination and
collaboration on an ongoing basis.

5. Build security in from the beginning

The Federal cyber security and information
assurance R&D portfolio should support
fundamental R&D exploring inherently more
secure next-generation technologies that will replace
today’s patching of the current insecure
infrastructure.

6. Assess security implications of emerging
information technologies

The Federal government should assess the
security implications and the potential impact of
R&D results in new information technologies as
they emerge in such fields as optical computing,
quantum computing, and pervasively embedded
computing.

7. Develop a roadmap for Federal cyber security
and information assurance R&D

Agencies should use this Plan’s technical
priorities and investment analyses to work with the
private sector to develop a roadmap of cyber
security and information assurance R&D priorities.
This effort should emphasize coordinated agency
activities that address technical and investment gaps
and should accelerate development of strategic
capabilities.

8. Develop and apply new metrics to assess cyber
security and information assurance

As part of roadmapping, Federal agencies should
develop and implement a multi-agency plan to
support the R&D for a new generation of methods
and technologies for cost-effectively measuring I'T
component, network, and system security. These
methods should evolve with time.
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9. Institute more effective coordination with the
private sector

The Federal government should review private-
sector cyber security and information assurance
practices and countermeasures to help identify
capability gaps in existing technologies, and should
engage the private sector in efforts to better
understand each other’s views on cyber security and
information assurance R&D needs, priorities, and
investments. Federal agencies supporting cyber
security and information assurance R&D should
improve communication and coordination with
operators of both Federal and private-sector critical
infrastructures with shared interests. Information
exchange and outreach activities that accelerate
technology transition should be integral parts of
Federal cyber security and information assurance
R&D activities.

T
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10. Strengthen R&D partnerships, including
those with international partners

The Federal government should foster a broad
partnership of government, the IT industry,
researchers, and private-sector users to develop, test,
and deploy a more secure next-generation Internet.
The Federal government should initiate this
partnership by holding a national workshop to
solicit views and guidance on cyber security and
information assurance R&D needs from
stakeholders outside of the Federal research
community. In addition, impediments to
collaborative international R&D should be
identified and addressed in order to facilitate joint
activities that support the common interests of the
United States and international partners.

Xii
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OVERVIEW

n less than two decades, advances in

information and communications technologies

have revolutionized government, scientific,
educational, and commercial infrastructures.
Powerful personal computers, high-bandwidth and
wireless networking technologies, and the
widespread use of the Internet have transformed
stand-alone systems and predominantly closed
networks into a virtually seamless fabric of
interconnectivity. The types of devices that can
connect to this vast information technology (IT)
infrastructure have multiplied to include not only
fixed wired devices but mobile wireless ones. A
growing percentage of access is through always-on
connections, and users and organizations are
increasingly interconnected across physical and
logical networks, organizational boundaries, and
national borders. As the fabric of connectivity has
broadened, the volume of electronic information
exchanged through what is popularly known as
“cyberspace” has grown dramatically and expanded
beyond traditional traffic to include multimedia
data, process control signals, and other forms of
data. New applications and services that use IT
infrastructure capabilities are constantly emerging.

The IT infrastructure has become an integral
part of the critical infrastructures of the United
States. The IT infrastructure’s interconnected
computers, servers, storage devices, routers, switches,
and wireline, wireless, and hybrid links increasingly
support the functioning of such critical U.S.
capabilities as power grids, emergency
communications systems, financial systems, and air-
traffic-control networks. While the vast majority of
the critical infrastructures (including the IT
components of those infrastructures) are owned and
operated by the private sector, ensuring their
operational stability and security is vital to U.S.
national, homeland, and economic security interests.

In addition to its underlying role in critical U.S.
infrastructures, the IT infrastructure enables large-
scale processes throughout the economy, facilitating
complex interactions among systems of systems
across global networks. Their split-second
interactions propel innovation in industrial design
and manufacturing, e-commerce, communications,
and many other economic sectors. The IT
infrastructure provides for the processing,
transmission, and storage of vast amounts of vital
information used in every domain of society, and it
enables Federal agencies to rapidly interact with
each other as well as with industry, private citizens,
state and local governments, and the governments
of other nations.

Technology Trends

The risks associated with current and anticipated
vulnerabilities of, threats to, and attacks against the
IT infrastructure provide the rationale for this
report. Fast-shifting trends in both technologies and
threats make it likely that the security issues of the
IT infrastructure will only intensify over the next
decade. Key areas for concern include:

0 The increasing complexity of IT systems and
networks, which will present mounting security
challenges for both the developers and

consumers

O

The evolving nature of the telecommunications
infrastructure, as the traditional phone system
and IT networks converge into a more unified
architecture

0 The expanding wireless connectivity to
individual computers and networks, which
increases their exposure to attack. In hybrid or
all-wireless network environments, the
traditional defensive approach of “securing the

e



perimeter” is not effective because it is
increasingly difficult to determine the physical
and logical boundaries of networks.

0 The increasing interconnectivity and accessibility
of (and consequently, risk to) computer-based
systems that are critical to the U.S. economy,
including supply chain management systems,
financial sector networks, and distributed control
systems for factories and utilities

0 The breadth and increasingly global nature of
the IT supply chain, which will increase
opportunities for subversion by adversaries, both
foreign and domestic

The Federal Role

The IT infrastructure’s significance to the
Nation has gained visibility in the aftermath of the
September 11, 2001 terrorist attacks, large-scale
cyber attacks, and rapid growth in identity theft.
These events have made it increasingly clear that
the security of the IT infrastructure is no longer
simply a problem for the private sector and private
citizens but also one of strategic interest to the
Federal government.

Although computer and software companies are
now making investments in security-related research
and product development, their work is directed
primarily at short-term efforts driven by market
demands to address immediate security problems.
The Federal government has a different but equally
important role to play in cyber security and
information assurance R&D. In its February 2005
report on cyber security R&D, Cyber Security: A
Crisis of Prioritization, the President’s Information
Technology Advisory Committee (PITAC) stated
that one of the Federal government’s responsibilities
is to invest in long-term, fundamental research
“that will fill the pipeline with new concepts,
technologies, infrastructure prototypes, and trained
personnel” needed to spur on next-generation
security solutions that industry can turn into widely
available products.

SEFRITY AME
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The Federal R&D portfolio historically has
represented the broad public interest in long-term
science, technology, and engineering advances.
Such advances in support of Federal agency
missions sustain U.S. scientific preeminence and
generate the discoveries and innovations necessary
to fuel economic development and a rising standard
of living. The Federal portfolio also includes many
investment areas deemed critical for national
defense and national and homeland security in the
near- and mid-term time frames. Cyber security
and information assurance R&D efforts are
contributing to both major purposes and all time
horizons of Federal R&D investment. Moreover,
without such investment, aspects of the Nation’s
industrial and service sectors will be unable to move
toward benefiting from the IT infrastructure,
curbing their growth and compromising economic
competitiveness.

Federal leadership catalyzes activities in scientific
realms of strategic importance to the Nation. In
cyber security and information assurance R&D,
such leadership can energize a broad collaboration
with private-sector partners and stakeholders to
generate fundamental technological advances in the
security of the Nation’s I'T infrastructure. First, in
support of national and economic security, the
Federal government can identify the most
dangerous classes of cyber security and information
assurance threats to the Nation, the most critical IT
infrastructure vulnerabilities, and the most difficult
cyber security and information assurance R&D
problems. Second, the Government can use these
findings to develop and implement a coordinated
Federal R&D effort focused on the key research
needs that can only be addressed with Federal
leadership. While these needs will evolve over time,
this Federal Plan for Cyber Security and Information
Assurance Research and Development provides a
starting point for such an effort.

e e
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The Federal Plan in Summary

In this Plan, the terms cyber security and
information assurance refer to measures for
protecting computer systems, networks, and
information from disruption or unauthorized
access, use, disclosure, modification, or destruction.
The purpose of cyber security and information
assurance is to provide for:

Integrity — protection against unauthorized
modification or destruction of systems, networks,
and information, and system and information
authentication

Confidentiality — protection against unauthorized
access to and disclosure of information

Availability — assurance of timely and reliable
access to and use of systems, networks, and
information

The Plan comprises the following sections:

Types of vulnerabilities, threats, and risk
Analysis of recent calls for Federal R&D

Strategic Federal objectives

O O o od

Technical topics in cyber security and
information assurance R&D

0 Current technical and investment priorities of
Federal agencies in cyber security and
information assurance R&D

Results of technical and funding gaps analysis
0 Findings and recommendations

R&D technical topic perspectives, including
assessments of the state of the art and key
technical challenges

0 CSIA IWG agencies’ roles and responsibilities

The Plan recommends that cyber security and
information assurance be accorded high priority at
all levels of the Government and be integral to the
design, implementation, and use of all components
of the IT infrastructure. The work begun in this
document of identifying and prioritizing Federal
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cyber security and information assurance R&D
efforts must be an ongoing process. Continuation
of ongoing interagency coordination is needed to
focus Federal R&D activities on the most
significant threats to critical infrastructures and
Federal agency missions and to maximize the gains
from these investments. In particular, the Plan
points to the need for coordinated Federal R&D to
solve the hard technical problems that are barriers
to fundamental advances in next-generation cyber
security and information assurance technologies;
such R&D is typically multidisciplinary, long-term,
and high-risk.

Other areas — including policy making (e.g.,
legislation, regulation, funding, intellectual
property, Internet governance), economic issues,
IT workforce education and training, and
operational IT security approaches and best
practices — are also germane and have substantial
roles to play in improving cyber security and
information assurance. However, these subjects are
outside the scope of the Plan, which addresses only
the role of Federal R&D.

Likewise, the Plan is not a budget document and
thus does not include current or proposed agency
spending levels for cyber security and information
assurance R&D. Agencies determine their
individual budget priorities according to their
mission needs and requirements.

Plan Background

In December 2003, the National Science and
Technology Council (NSTC) chartered a new
Interagency Working Group (IWG) on Ciritical
Information Infrastructure Protection (CIIP),
reporting to the Subcommittee on Infrastructure of
the NSTC’s Committee on Homeland and
National Security and its Committee on
Technology. Co-Chaired by the Department of
Homeland Security (DHS) and the White House
Office of Science and Technology Policy (OSTP),
the CIIP IWG included participants from more

than a dozen Federal departments and agencies.
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In August 2005, the group was rechartered to
report jointly to the NSTC Subcommittee on
Networking and Information Technology Research
and Development (NITRD) as well as to the
Subcommittee on Infrastructure, in order to
improve the integration of CSIA R&D efforts with
other NITRD program component areas and
coordination activities (see Appendix B). In
conjunction with the rechartering, the group was
renamed the Cyber Security and Information
Assurance (CSIA) IWG to better characterize the
scope of the IWG’s activities and to reflect the fact
that cyber security and information assurance are
essential to critical information infrastructure
protection but also have a broader impact.

The IWG assumed the responsibility for
gathering information about agencies’ cyber security
and information assurance R&D programmatic
activities and challenges, and for developing an
interagency Federal plan for cyber security and
information assurance R&D. This document, which
represents a collaborative effort of the CSIA IWG
agencies, sets forth a baseline framework for
coordinated, multi-agency activities that continue to
develop and implement the Federal Plan.

The framework is derived from a CSIA IWG
analysis that identified and prioritized cyber
security and information assurance R&D needs
across Federal agencies. The framework also
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includes extensive documentation of the current
state of the art and major technical challenges
across a spectrum of R&D areas of importance in
the development of cyber security and information
assurance technologies.

The Federal Plan for Cyber Security and
Information Assurance Research and Development
also serves as a foundational document for the
National Critical Infrastructure Protection Research
and Development Plan (NCIP R&D Plan), which is
required by Homeland Security Presidential
Directive (HSPD) 7. Developed by the NSTC’s
Subcommittee on Infrastructure, this latter plan
focuses on R&D needs in support of protecting the
Nation’s critical infrastructures. The CSIA Plan
focuses on R&D to help meet IT needs outlined in
the NCIP Plan, supporting CSIA elements of key
NCIP strategic goals, including a national common
operating picture, a secure national communication
network, and a resilient, self-healing, self-
diagnosing infrastructure.

The CSIA IWG has begun to implement the
coordination of agency R&D activities related to
this Plan. The coordinated activities and CSIA
budget are now reported in the annual Supplement
to the President's Budget for the NITRD Program,
beginning with the FY 2007 Supplement released in
February 2006.
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VULNERABILITIES, THREATS,
AND RISK

vulnerability is a flaw or weakness in the

design or implementation of hardware,

software, networks, or computer-based
systems, including security procedures and controls
associated with the systems. Vulnerabilities can be
intentionally or unintentionally exploited to
adversely affect an organization’s operations
(including missions, functions, and public
confidence), assets, or personnel.

A threat is any circumstance or event with the
potential to intentionally or unintentionally exploit
one or more vulnerabilities in a system, resulting in
a loss of confidentiality, integrity, or availability.
Threats are implemented by threat agents.
Examples of threat agents are malicious hackers,
organized crime, insiders (including system
administrators and developers), terrorists, and
nation states.

Risk is a combination of the likelihood that a
particular vulnerability in an organization’s systems
will be either intentionally or unintentionally
exploited by a particular threat agent and the
magnitude of the potential harm to the
organization’s operations, assets, or personnel that
could result from the loss of confidentiality,
integrity, or availability.

In the current climate of elevated risk created by
the vulnerabilities of and threats to the Nation’s IT
infrastructure, cyber security is not just a paperwork
drill. Adversaries are capable of launching harmful
attacks on U.S. systems, networks, and information
assets. Such attacks could damage both the IT
infrastructure and other critical infrastructures.

Cyber security has largely failed to gain wide
adoption in many consumer products for a variety
of reasons, including a lack of appreciation for

consequences of insecurity, the difficulty of
developing secure products, performance and cost
penalties, user inconvenience, logistical problems
for organizations in implementing and consistently
maintaining security practices, and the difficulty of
assessing the value of security improvements. But
consumer and enterprise concerns have been
heightened by increasingly sophisticated hacker
attacks and identity thefts, warnings of “cyber
terrorism,” and the pervasiveness of IT uses.

Consequently, many in the computer industry
have come to recognize that the industry’s
continued ability to gain consumer confidence in
new, more capable applications will depend on
improved software development and systems
engineering practices and the adoption of
strengthened security models. Thus, industry
leaders, trade and professional associations, and
advocacy groups support a robust Federal role in
the long-term fundamental R&D needed to
provide the foundations for next-generation security
technologies.

Types of Threats
and Threat Agents

Because organizations and agencies now rely so
heavily on networked IT systems, day-to-day
operations are significantly hindered when systems
are out of service or performance is degraded.
Today, many vulnerabilities are easy to exploit, and
individuals and organizations worldwide can access
systems and networks connected to the Internet
across geographic and national boundaries. Current
technology also makes it easy to hide or disguise the
origin and identity of the individuals or
organizations that exploit these vulnerabilities.
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In addition, cyber security vulnerabilities are
volatile; even as existing vulnerabilities are patched,
new ones are discovered. Even when vulnerabilities
are discovered and patched by security professionals
prior to an attack, hackers are increasingly reverse-
engineering patches in order to discover the
vulnerabilities and develop attacks that exploit
them. Hostile actors are deriving attacks from new
patches with increasing speed, often launching
attacks before these patches are widely tested and
deployed to secure vulnerable systems. The result of
these trends is a vicious cycle in which there is a
constant need for new countermeasures.

While the Internet receives the most attention in
press coverage of cyber incidents, from a national
security perspective the playing field for potential
cyber attack operations is much broader. Sensitive
information tends to be isolated from the Internet,
but the various gateways that exist to facilitate the
transfer of information from the outside into a
closed network provide many openings for possible
attack.

Moreover, though substantial progress has been
made in raising levels of awareness about cyber
security across industry and government, securing
critical infrastructures remains a significant national
challenge. Many critical industries, previously
isolated from Internet security problems because
they used older mainframe computing systems and
leased telephone lines in dedicated networks, are
reaching the time when this legacy infrastructure is
being retired. They are adopting modern networks
using personal computers, workstations, and servers
with mainstream operating systems, interconnected
through local-area networks, and connected to the
Internet. In addition, the telecommunications
industry itself is going through a systemic
transformation caused by deregulation, economic
change, and technological evolution, which may
also leave these networks more vulnerable to attack.
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Attackers’” Asymmetric
Advantages

A number of factors in the current security
environment provide would-be attackers with
significant advantages over those trying to protect
the large-scale networks and interconnected IT
systems on which society increasingly depends. An
attacker needs to find only one vulnerability; the
defender must try to eliminate all vulnerabilities.
Powerful attack tools, including automated tools for
malicious actions, are now freely available for
downloading over the Internet to anyone who wants
them, and little skill is required to use them. The
resources — including training and equipment —
needed to launch potentially harmful attacks are not
only readily available but relatively inexpensive
compared to the costs of securing systems, networks,
and information and responding to attacks.

As a result, some classes of attacks can be
initiated with little sophistication. Although these
attacks are not generally significant threats to
systems that are kept patched and well secured,
they are effective against the many unpatched and
poorly secured systems connected to the Internet,
and contribute to a background level of ongoing
malicious network activity. The automated tools
that can be used by people with relatively little skill
or knowledge continue to multiply, and are
gradually increasing in capability in step with
improvements in cyber security and information
assurance technologies. Attackers also have the
ability to exploit vulnerable third-party machines to
launch their attacks.

Classes of attacks that require much greater
expertise pose significantly greater threats. But
while the sophistication required to mount such
attacks limits them to a smaller set of adversaries,
the capabilities of these high-threat adversaries also
continue to advance.

These trends offer a wide range of individuals and
entities — from malicious hackers to nation states —
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the opportunity to support or directly engage in
cyber attacks. The following profiles suggest some of
the possible threat agents and their motivations.

Malicious Hackers

The earliest computer hackers often were
individuals with sophisticated computer skills who
simply enjoyed exploring programming and
stretching their computer’s capabilities. Hackers of
this type still exist. Others, however, use their skills
to write damaging code that propagates over the
Internet or to break into private networks for
malicious or criminal purposes. While many
malicious hacker attacks rank as nuisances rather
than being harmful, other hackers have moved into
more damaging hostile or criminal activities,
producing increasingly sophisticated malicious
technologies and tools that proliferate across the
Internet. Some of these hackers are taking
advantage of their skills to earn money through
information theft, identity theft, fraud, denial-of-
service (DoS) attacks, and extortion. The impact of
hackers may expand even further if nation states
and others, such as terrorist or organized criminal
groups, hire the talent or exploit the hacker-
developed technologies.

Organized Crime

Organized crime is increasingly using the
Internet to exploit any online opportunity to make
money through the avenues mentioned above
(information and identity theft, fraud, extortion) as
well as illegal gambling, pornography, and other
methods. Moreover, organized criminal elements
are generally more structured and can draw on
more extensive funding resources than loosely knit
hacker communities, enabling them to hire expert
hacker talent or bribe insiders to gain access to
more sensitive systems.

Terrorists

Hacking could be used by terrorist groups to
harvest information for planning physical or cyber
attacks. Audit logs from Web sites, infrastructure
owners, and national laboratories have recorded
extensive, systematic information gathering
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originating from countries that serve as home bases
for terrorist groups. Terrorist groups also are using
the Internet for covert communications, and
sympathetic hacker groups have launched various
“e-jihads,” consisting primarily of Web page
defacements and DoS attacks.

Terrorist groups are known to have included not
only engineers, computer scientists, and business
people with backgrounds in computers, networks,
and computer-based systems but also people with
access to hardware and software producers.
Terrorist groups have even sold computer products,
which could in principle include malicious
software. One known terrorist group is notable
because it assembles and sells computer systems.
Although law enforcement has not uncovered
information pointing to subversion of software
products, the potential for such activity exists. The
evidence indicates that terrorist groups now have or
can acquire the necessary expertise for identifying
targets and conducting cyber attacks with serious or
catastrophic consequences.

Nation States

Within their home territories, many nations
have some offensive cyber capabilities derived from
such defensive technologies as forensics, network
protections, and software implants (code added to
system or application software for a purpose such as
monitoring usage or collecting data about users) as
well as from their regulatory control over, and
ability to gain physical access to, local
telecommunications and Internet systems.
Relatively few nation states, however, have the
technical and operational capabilities (including
resources, logistical support, expertise, and
willingness to take risks) to orchestrate the full
range of adversarial cyber operations through a
combination of such means as recruiting insiders,
setting up front companies, establishing signals
collection systems, implanting damaging hardware
or software in communications networks, and
subverting telecommunications switches,
cryptographic defenses, and supply chains.



Threat and Vulnerability Trends

In addition to the exploitation of Internet
vulnerabilities, adversaries seeking to gather
sensitive information, commit crimes, or attack
critical U.S. infrastructures can employ other
means, such as:

Insiders

The key to malicious or hostile activities in
cyberspace is access to networked systems and
information. Facilitating this access through the use
of insiders can greatly reduce the technological
sophistication necessary to mount an attack,
because authenticated and authorized insiders may
be able to circumvent barriers to external access, or
may have legitimate access rights and privileges that
would be denied to unauthorized users. So while
obtaining network access via hacking provides one
potential path for malicious activity, insider
(physical or logical) access to the network reduces,
and can in some cases eliminate, the difficulties
associated with hacking through network defenses.
With the right insider, an offensive operation may
involve simply copying information to a portable
medium that can be carried from the premises. A
single well-placed, knowledgeable insider can also
exploit IT systems to disrupt local infrastructure.

Outsourcing

The IT outsourcing trend — affecting activities
ranging from computer help desks and data
processing to R&D — can increase the exposure of
an organization’s systems and information to
subversion. Outsourcing of services, to either
foreign or domestic suppliers, increases risk by
reducing control over access to systems and
information. For example, apparently legitimate
paths into an organization’s networks and access to
network resources can be established that can be
exploited for illegitimate purposes. In this
environment, effective information assurance
technologies are imperative.
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Supply Chain Attacks

Potential attacks through subversion of hardware
or software supply chains can be viewed as another
type of insider threat. Access through a hardware
supply chain may require development and
manufacture of a subverted version of a
microelectronic component and a complicated
operation to insert the device into the targeted
computer, possibly through use of insiders in the
supply chain. A software supply chain attack might
involve, for example, a subversion embedded in
lower-level system software not likely to be
evaluated during testing. Another approach is to
subvert the master copy of software used for broad
distribution, which hackers recently attempted to
do with a mainstream operating system. Even if
software is tested, subversions may be difficult to
detect since they would typically be revealed only
under circumstances difficult for a defender to
discover.

Industrial Espionage

Technically savvy companies have the potential
to capitalize on inadequate IT system security to
engage in cyber espionage against the U.S.
government and domestic corporations, primarily
to collect science and technology information that
could provide economic benefits. Some of these
companies have considerable technical expertise and
signals intelligence capabilities and have a strong
presence in U.S. IT product markets — including
microchips, telecommunications systems, and
encryption products. One consequence of the
current espionage climate is that travelers with
laptops and other electronic devices risk having
information stolen in such locations as airports and
hotels.

State-Sponsored Espionage

Gaining access to well-protected information or
systems in closed networks remains a resource-
intensive effort involving traditional espionage
tradecraft. Such operations do not require the
simultaneous access to large numbers of systems
needed for a strategic attack and thus are within
reach of a much larger array of foreign adversaries.
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Foreign governments for decades have
successfully recruited agents in the U.S. government
with access to computer systems and cryptographic
information. Foreign agents have also established
technology companies in this country and served as
subcontractors on U.S. defense contracts to obtain
access to technology. Some governments now have
the operational and technical expertise for more
aggressive and sophisticated cyber espionage. U.S.
counterintelligence efforts have uncovered an
increasing number of such activities by foreign
intelligence services, including past and ongoing
espionage operations directed against critical U.S.
military and other government systems.

Other Trends

Many malicious code attacks are “blended
threats” that exploit multiple vulnerabilities or
propagate via multiple means. Among these new
classes of threats are adaptive or mutating threats,
which are able to change their characteristics and
appearance in order to avoid detection. Attacks can
exploit operating systems, other software
applications, software running on hardware
components (e.g., routers and firewalls), or more
infrequently, the hardware components themselves.
Cryptographic attacks to undermine encryption-
based security processes might attempt to exploit
one or more of these avenues of attack.

The trends discussed in this document are
supported by the report Cybersecurity for the
Homeland, issued in December 2004 by the
Subcommittee on Cybersecurity, Science, and
Research & Development of the U. S. House of
Representatives Select Committee on Homeland
Security. The report concluded that:

0 Hacking crews and individuals are increasingly
working together around the globe in virtual,
anonymous networks of specialists in different
types and parts of attacks, such as propagation
speed, denial of service, password logging, and

data theft.

O An increasing number of adversaries are
developing new options for exerting leverage

IHFORMATICGR A SSURANCE

IMTERASFHEY Wieksika 6 E00E

over the U.S. through cyberspace, creating
damage as well as conducting espionage.
Cyberspace provides clear avenues and the
prospect of anonymity.

0 Foreign governments, hackers, and industrial
spies are constantly attempting to obtain
information and access through clandestine entry
into computer networks and systems. This is not
just “surfing” the open Internet for information
voluntarily placed in the public domain, but
intruding into closed and protected systems to
steal secrets and proprietary information.

Because many cyber attacks are not discovered
or, if discovered, are not reported, hostile actors
in cyberspace act with the knowledge that they
are highly unlikely to be caught, let alone
prosecuted and imprisoned. Attackers discovered
in other countries cannot easily be brought to
justice under U.S. laws, and their conduct may
not even be illegal in the jurisdiction in which
they are operating,.

The report made the point that these trends are
exacerbated because the network and system
redundancy, diversity, and excess capacity that
traditionally contributed to IT infrastructure
resilience are decreasing with time, in part due to
economic pressures. Federal agency personnel
concerned with cyber security and information
assurance view this factor as a key contributor to
increased cyber vulnerability.

Immediate Concerns

IT infrastructure components are also potential
targets of physical attacks, such as destruction by
explosives and disruption caused by high-energy
radio frequency or electromagnetic pulses. Given
the spectrum of potential adversaries and their
goals, a list of immediate concerns for the U.S.
IT infrastructure begins with physical attacks
against key data centers and communications
nodes, particularly by terrorists.

However, immediate concerns also include the
use of cyberspace for covert communications,



F EmFRa Piakd Fas [DYREE SF

particularly by terrorists but also by foreign
intelligence services; espionage against sensitive but
poorly defended data in government and industry
systems; subversion by insiders, including vendors
and contractors; criminal activity, primarily
involving fraud and theft of financial or identity
information, by hackers and organized crime
groups; attacks on the Internet infrastructure,
particularly on the routers and domain name
servers critical to its operation; and coordinated
physical and cyber attacks, where the emergency
response is hindered by unreliable or unavailable
network communications.

The two sections that follow highlight some of
these concerns in two specific domains, process
control systems in critical infrastructures and the
IT infrastructure of the banking and finance sector.

Industrial Process Control Systems

Computerized industrial process control systems
(PCSs) are integrated hardware and software
systems specifically engineered to monitor, evaluate,
and regulate complex, large-scale processes. They
often are embedded and hybrid systems, since
computers are integral parts of such systems.
Examples include the Supervisory Control and
Data Acquisition (SCADA) systems that manage
the electric power grid and the PCSs that control
the timing and volume of processes in the chemical
industry. PCS technologies also control the
distributed sensor and actuator elements of pipeline
systems for gas, oil, and water distribution. They
manage supply chains and associated transportation
systems, and they increasingly control building
security, fire protection, environmental systems,
lighting, and communications. Automated
manufacturing processes often depend on PCS
networks to improve quality control and enable
response to crises as well as to reduce costs.

Because attacks interrupting or damaging key
PCSs could have rippling impacts across the
economy, these systems may increasingly be viewed
by adversaries as attractive targets that can be
exploited to weaken or incapacitate U.S. industry
and infrastructure. Critical infrastructure sectors
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debate whether or not an exclusively electronic
attack on control technologies could indeed have
significant impact, given the industries’ backup
power systems and investment in “fail safe” or
otherwise resilient designs for physical systems. But
trends in the application of IT in these sectors
point to increasing rather than decreasing levels of
vulnerability and exposure in their infrastructures.

In the past, many PCS technologies used
proprietary designs. Today, in the interest of
reducing cost and improving maintainability, these
systems mainly rely on standardized equipment and
technologies, including general-purpose computers,
mainstream operating systems, and standard
Internet protocols, which are more vulnerable to
attack. Many organizations view increasing use of
the Internet as well as wireless and Web-based
control systems as not only cost-effective but
inevitable developments. Furthermore, cost-
reduction measures are resulting in growing linking
of networks that support control systems with
internal and external corporate networks that
support ordinary business operations, further
increasing the exposure of control systems to
external attacks.

For example, wireless control systems reduce
cabling and installation costs. These systems
typically use short-range wireless technologies, but
signals still may be susceptible to attack from
outside a building’s perimeter if transmission
patterns are not designed carefully. Engineers from
a cyber security firm recently used standard wireless
software to access networks at an electric power
substation. Within 15 minutes, they were able to
map out the entire operational control network of
the substation, without having left their car.

The trends outlined above suggest that assaults
on computerized control systems will be
increasingly within reach of a wide array of
attackers. The main uncertainty is the extent to
which systems are already at risk due to a
combination of direct or indirect Internet
connectivity and security vulnerabilities such as
inadequately secured wireless access, unpatched
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software, or insufficient authentication or access
control policies and mechanisms.

Banking and Finance Sector

In speeches after the September 11, 2001
attacks, Osama bin Laden identified the U.S.
economy as a key target for terrorism. Foreign
military strategists also have identified the U.S.
economy as a logical target in strategic warfare.
With networked computer systems now playing a
central role in the financial sector, such systems are
provocative lures for adversaries of all kinds.
Indeed, terrorists have cased financial institutions in

New York City, Newark, and Washington, D.C.

However, because many financial records reside
in electronic form inside computer databases, cyber
security and information assurance is a core value
and a vital element of the financial industry’s
business model. Few industries have invested as
much in technology, policies, and procedures to
protect their networks, systems, and data. Indeed,
because of its high assurance requirements, the
banking and finance sector has put additional
security measures in place and hardened systems
beyond traditional levels of computer security.

Today’s routine cyber threats to financial
systems involve identity theft and consumer-level
fraud, most often as a result of phishing attacks,
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keylogging, spyware, Trojan horses, or the theft of
sensitive information from third parties. This type
of theft is so common that it has been absorbed
into the industry’s risk model, with the costs shared
by all consumers. Criminals have been known to
conduct tests to ascertain whether fraud-detection
software is active and, if not, to take advantage of
the downtime to transfer money using stolen
account information. Quickly noticing when one
bank set a particular monetary threshold for fraud
investigation, criminals made a large number of
transactions below the threshold.

Computer systems used within banks or for
bank-to-bank transactions offer a more lucrative
target, but the computer security and accounting
measures used with these systems are significantly
tighter. The most serious cyber incidents tend to
involve insiders. For example, a group with reported
mob connections used insiders to try to launder
hundreds of millions of Euros belonging to the
European Union that were diverted from the Bank
of Sicily. More recently, investigators foiled an
attempt at stealing more than $400 million from a
London branch of a Japanese bank through illicit
electronic transfers reportedly enabled through the
use of stolen passwords and access information
obtained by insiders who made use of keystroke
logging devices.
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ANALYSIS
AND PLAN FRAMEWORK

Recent Calls for Cyber Security
and Information Assurance R&D

n addition to the historic Federal role in
I supporting long-term R&D, significant drivers
for Federal cyber security and information
assurance R&D arise from current national
circumstances and Federal priorities. These drivers
are identified in a number of Federal documents.

OSTP/OMB Memorandum on FY 2007
Administration R&D Budget Priorities

In a July 2005 memorandum entitled
“Administration R&D Budget Priorities for FY
2007,” the Directors of the Office of Management
and Budget (OMB) and the Office of Science and
Technology Policy (OSTP) identified cyber security
R&D as an FY 2007 budget priority that should
receive special focus at the interagency level. Cyber
security and information assurance R&D falls
squarely at the intersection of homeland security
R&D and networking and information technology
R&D, which are both highlighted as broad
interagency R&D priorities.

The budget guidance memo cites cyber security
R&D as one of three priority areas in the $3-billion
Federal Networking and Information Technology
Research and Development (NITRD) Program,
along with high-end computing and advanced
networking, “due to their potential for broad
impact.” (See Appendix B.) The memo states:
“Reflecting the importance of cyber security,
agencies should continue to work through the
NSTC to generate a detailed gap analysis of R&D
funding in this area.” While not called out
explicitly under Homeland Security R&D, cyber
security and information assurance are also

technological requirements of many priority
homeland security capabilities cited in the
memorandum.

PITAC Cyber Security Report

In Cyber Security: A Crisis of Prioritization, a
February 2005 PITAC report to the President, the
independent Presidential advisory panel warns that
the Nation’s IT infrastructure is highly vulnerable
to attacks that could damage not only the economy
but national defense and national security systems
as well. Noting that “market forces direct private-
sector investment away from research and toward
the application of existing technologies to develop
marketable products,” the report calls on the
Federal government to fundamentally improve its
approach to cyber security R&D by increasing
investments in unclassified cyber security R&D;
intensifying its efforts to expand the size of today’s
small cyber security research community;
improving technology transfer to the private sector;
and increasing the focus and efficiency of Federal
R&D through better coordination and oversight.

The report lists 10 areas as R&D priorities,
based on a PITAC analysis of more than 30
documents and reports on cyber security R&D.
The report concludes that the Nation will not be
able to secure its I'T infrastructure without
significant advances in the following areas:

0 Authentication technologies
0 Secure fundamental protocols

0 Secure software engineering and software
assurance

0 Holistic system security

0 Monitoring and detection
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Mitigation and recovery methodologies
Cyber forensics
Modeling and testbeds for new technologies

Metrics, benchmarks, and best practices

o 0o o o O

Non-technology issues that can compromise
cyber security

The National Strategy to Secure Cyberspace

The February 2003 National Strategy to Secure
Cyberspace calls for Federal R&D leadership in
certain circumstances, such as to address an
increasing number of vulnerabilities and to provide
continuity of government. In the latter situation,
the document states, the role of the Federal
government is to ensure the safety of its cyber
infrastructure and those assets required for essential
missions and services. Cyber security R&D areas
that support this goal, according to the report,
include: forensics and attack attribution; protection
of systems, networks, and information critical to
national security; indications and warnings; and
protection against organized attacks capable of
inflicting debilitating damage to the economy.

Cyber Security Research and Development Act

Specific research activities aimed at securing
cyberspace are identified in the Cyber Security
Research and Development Act of 2002 (P.L. 107-
305). The law calls for significantly increased
Federal investment in computer and network
security R&D to improve vulnerability assessment
and technology and systems solutions; expand and
improve the pool of information security
professionals, including researchers, in the U.S.
workforce; and better coordinate information
sharing and collaboration among industry,
government, and academic research projects.

The Act also calls for basic research on
innovative approaches to the structure of computer
and network hardware and software that are aimed
at enhancing computer security. Cited research
areas include: authentication and cryptography;
computer forensics and intrusion detection;
reliability of computer and network applications,
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middleware, operating systems, and
communications infrastructure; and privacy and
confidentiality.

INFOSEC Research Council (IRC)
Hard Problem List

In 1999, the IRC, a group of Federal research
managers representing agencies involved in
information security (INFOSEC) R&D related to
their missions, issued a draft list of the most
difficult INFOSEC research challenges, or “hard
problems,” they then faced. In November 2005, the
IRC released an updated Hard Problem List.

The new hard problem list and the
recommendations of the PITAC cyber security
report are compared to the technical topics
identified in this document in “Cyber Security and
Information Assurance R&D Priorities:
Comparison with PITAC and IRC” on page 20.

Strategic Federal Objectives
This Federal Plan for Cyber Security and Information

Assurance Research and Development responds to the
imperatives in the calls for Federal action. The Plan
provides a cross-agency assessment of current
Federal R&D activities and priorities and a set of
strategic objectives for Federal cyber security and
information assurance R&D to serve as baseline
information for improved agency activities and
multi-agency coordination. The following strategic
objectives are derived from a review of policy and
legislative drivers and analyses of cyber security
threats and infrastructure vulnerabilities as well as
Federal agency mission requirements:

1. Support research, development, testing, and
evaluation of cyber security and information
assurance technologies aimed at preventing,
protecting against, detecting, responding to, and
recovering from cyber attacks that may have large-
scale consequences.

2. Address cyber security and information assurance
R&D needs that are unique to critical
infrastructures.
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3. Develop and accelerate the deployment of new
communication protocols that better assure the
security of information transmitted over networks.

4. Support the establishment of experimental
environments such as testbeds that allow
government, academic, and industry researchers to
conduct a broad range of cyber security and
information assurance development and assessment
activities.

5. Provide a foundation for the long-term goal of
economically informed, risk-based cyber security
and information assurance decision making.

6. Provide novel and next-generation secure I'T
concepts and architectures through long-term
research.

7. Facilitate technology transition and diffusion of
Federally funded R&D results into commercial
products and services and private-sector use.

Development of Baseline
Information

The Plan’s baseline information was developed
through several interrelated activities undertaken by
the CSIA IWG agencies. The following sections

describe these activities.

Cyber Security and Information Assurance R&D
Categories and Technical Topics

The first step in establishing the baseline
information was developing a list of cyber security
and information assurance technical topics and an
associated categorization (see Table 1 on pages 18-
19). There was general agreement among agencies
that there is no unique or “correct” classification of
technical topics in this domain. Legitimate
arguments could be made for changes in the topic
names, the classification under broad categories, or
even in the categories themselves. Thus, the list and
classification of technical topics should be viewed as
a convenient launching point for an analysis of
agencies’ cyber security and information assurance
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R&D priorities, rather than a firm statement about
how technical topics should be organized.

Prioritization of Technical Topics

In the next step of the baseline development
process, the technical topics were ranked in priority
order. Agencies were asked to identify their R&D
priorities irrespective of their past, current, or
planned funding investments — i.e., based solely on
gaps between the existing state of the art and
anticipated requirements or desired capabilities, and
the level of importance of those gaps. In assessing
their priorities, the agencies applied criteria
developed informally through CSIA IWG
discussion that included such indicators as the
relevance of the work to agency missions as well as
broader government needs, requirements, and risk;
current, emerging, and anticipated threats and
levels of risk; and higher-level requirements driven
or informed by policy or legislation. The degree to
which private sector R&D was engaged in these
topics was also taken into account in the criteria,
reducing such topics’ level of priority. The aim of
this criterion was to avoid driving government
investments into topics in which the state of the art
is advancing effectively without Federal funding.

The priority rankings were then aggregated
across all of the agencies, resulting in a set of
interagency technical priorities. These interagency
technical priorities represent some degree of
consensus because they were deemed of importance
across a significant number of agencies. However,
the interagency technical priorities should not be
interpreted as determining the highest priorities for
all agencies. Some interagency technical priorities
may be of limited interest to some agencies, while
in other cases mission priorities for a given agency
may differ from those identified as interagency
technical priorities. Any agency may have some
mission-related technical topics that are of
particularly high priority even if they are not
priorities for multiple agencies.
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Investment Analysis

In the third step of the baseline development
process, an investment analysis was conducted
using information about programmatic investments
gathered from the CSIA IWG agencies. The
investment information was categorized according
to the taxonomy of technical topics. This produced
a set of investment priorities, which could then be
compared to the interagency technical priorities to
identify topics in which there might be investment
gaps relative to these priorities. Differences between
investment priorities and interagency technical
priorities are not unexpected and should not be
viewed as problem indicators, since individual
agencies may be investing in mission-driven
priorities that are not considered to be interagency
technical priorities. The objective of this
comparison was not to identify and characterize
such agency-specific priorities as unnecessary.
Rather, the goal was to identify topics that are
interagency technical priorities and in which there
might be underinvestment.

It should be noted that the agency funding
information gathered in this process was pre-
decisional and of varying granularity; it was
collected only to indicate Federal agency spending
emphases in cyber security and information
assurance R&D. Thus, the baseline derived from
this information should be viewed as useful in the
aggregate but not a comprehensive source of
detailed investment data.

R&D Technical Topic Perspectives

In the fourth and final step, agency
representatives with expertise in specific technical
topics of cyber security and information assurance
R&D provided perspectives on the status of R&D
in the topic, characterizing the topic’s technical
importance, the current state of the art, and gaps in
current capabilities that will require R&D advances
to close. The technical perspectives are provided in
Part II of this report, which begins on page 31.
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R&D Technical and Funding
Priorities

Table 1 on pages 18-19 shows the top
interagency technical and funding priorities that
were identified by the prioritization process, under
the associated broader categories. The table is
intended to highlight areas where funding emphasis
is needed, but this does not mean that funding is
not needed in other technical topics as well. Nor do
the top technical priorities identified represent all
possible cyber security and information assurance
R&D topics that are important to the Federal
government. The list was developed to identify the
10 topics deemed most pressing within a larger
group of priorities, though more than 10 are listed
due to ties in the rankings.

Commentary on Analysis of Priorities

The cyber security and information assurance
R&D prioritization activity generated findings that
will be useful in agency and multi-agency
discussions and coordinated planning activities to
implement this Plan. Not surprisingly, the analysis
shows alignment between R&D priorities and
spending on near-term efforts focused on
improving the security of existing Federal IT
infrastructure in the face of existing threats and
seeking ways to add security features for new
capabilities.

The technical topics that were both identified as
interagency technical priorities and ranked as
investment priorities are authentication,
authorization, and trust management; access
control and privilege management; attack
protection, prevention, and preemption; wireless
security; and software testing and assessment tools.
All CSIA IWG agencies reported multiple
programs in attack protection, prevention, and
preemption and many are supporting work in
access and authentication technologies and wireless
security. Several agencies have programs in software
testing and assessment tools. A closely related topic
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— automated attack detection, warning, and
response — was among the top-funded priorities
although it was not rated as a top technical priority.

The following topics are ranked as interagency
technical priorities but are not among the top
funding priorities: large-scale cyber situational
awareness; secure process control systems; security
of converged networks and heterogeneous traffic;
detection of vulnerabilities and malicious code;
IT system modeling, simulation, and visualization;
inherently secure, high-assurance, and provably
secure systems and architectures; composable and
scalable secure systems; architectures for next-
generation Internet infrastructure; and privacy
issues.

Several reasons may explain why a topic
identified as an interagency technical priority is not
a funding priority. Agencies may generally agree
that a topic is important but perceive that such
work is not within their funding scope. They may
view work in certain topics as within the purview of
other agencies, or more appropriately addressed by
the private sector rather than government
investments. Alternatively, a priority and funding
disparity could reflect a time lag in funding
response to a topic that only recently emerged as an
interagency technical priority. In the Federal budget
cycle, agency budgets for a fiscal year are the result
of technical and budget planning two years earlier,
so it takes time for a new interagency technical
priority to appear as an agency funding priority.

Or a disparity could simply indicate a lack of broad

recognition of a given technical topic’s importance.

Thus, the fact that a topic is a top technical
priority and not a top funding priority does not
make the root cause for this incongruity evident.
Understanding the issues associated with such
disparities as well as identifying steps to remedy them
are tasks most effectively managed through close
interagency coordination. Further examination of
these cases by the CSIA IWG is warranted as part of

its activities to implement this Plan.
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None of the topics in the Foundations of Cyber
Security and Information Assurance category,
which includes many topics focused on achieving
fundamental advances in the engineering of more
secure I'T systems, ranked as top technical priorities.
While some agencies support such long-term
research, the analysis shows that many agencies
currently are emphasizing technical topics
associated with current threats and vulnerabilities.
However, that emphasis does not explain why none
of the Foundations topics rose to the level of a top
technical priority. These topics are generally
important because of their role in supporting the
development of other technologies.

Additional analysis is needed to ascertain
whether these topics are simply not as important
despite their foundational implications, or whether
they are more valuable than these results suggest
but are unrecognized as priorities. As the
coordinated, interagency roadmapping process
moves ahead, agencies will need to evaluate such
baseline findings in light of this Plan’s objectives
and recommendations. The Plan’s first
recommendation, for example, calls for a Federal
focus on strategic and longer-term R&D needs,
including technological foundations for next-
generation IT infrastructure.

A related observation based on the analysis is
that agencies in general are supporting a large
number of discrete cyber security and information
assurance R&D activities, but these efforts are
broadly distributed across technical topics and in
many cases are limited in scale and scope. Improved
coordination and interagency information sharing
are needed to begin to leverage agency investments
and the associated expertise embodied in these
activities. Coordination and planning enable
agencies to forge interagency goals that maximize
each agency’s R&D contributions to results that no
single agency could attain on its own.

17
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TABLE 1

Top Technical and Funding Priorities
Federal Cyber Security and Information Assurance R&D

CSIA R&D AREAS TOP PRIORITIES
Categories and Technical Topics Technical  Funding

1. Functional Cyber Security and Information Assurance

1.1 Authentication, authorization, and trust management

1.2 Access control and privilege management

1.3 Attack protection, prevention, and preemption

1.4 Large-scale cyber situational awareness

1.5 Automated attack detection, warning, and response

1.6 Insider threat detection and mitigation

1.7 Detection of hidden information and covert information flows
1.8 Recovery and reconstitution

1.9 Forensics, traceback, and attribution

OO d
O OoOgoo

2. Securing the Infrastructure

2.1 Secure Domain Name System

2.2 Secure routing protocols

2.3 IPv6, IPsec, and other Internet protocols

2.4 Secure process control systems D

3. Domain-Specific Security
3.1 Wireless security 0 U
3.2 Secure radio frequency identification
3.3 Security of converged networks and heterogeneous traffic O

3.4 Next-generation priority services

4. Cyber Security and Information Assurance Characterization and Assessment

4.1 Software quality assessment and fault characterization 0
4.2 Detection of vulnerabilities and malicious code J

4.3 Standards

4.4 Metrics

4.5 Software testing and assessment tools 0 U

4.6 Risk-based decision making
4.7 Critical infrastructure dependencies and interdependencies
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Top Technical and Funding Priorities (continued)

CSIA R&D AREAS TOP PRIORITIES
Categories and Technical Topics Technical Funding

5. Foundations for Cyber Security and Information Assurance

5.1 Hardware and firmware security

5.2 Secure operating systems

5.3 Security-centric programming languages

5.4 Security technology and policy management methods and
policy specification languages

5.5 Information provenance

5.6 Information integrity

5.7 Cryptography (l
5.8 Multi-level security
5.9 Secure software engineering U

5.10 Fault-tolerant and resilient systems

5.11 Integrated, enterprise-wide security monitoring and management

5.12 Analytical techniques for security across the IT systems U
engineering life cycle

6. Enabling Technologies for Cyber Security and Information Assurance R&D

6.1 Cyber security and information assurance R&D testbeds U
6.2 IT system modeling, simulation, and visualization O

6.3 Internet modeling, simulation, and visualization

6.4 Network mapping

6.5 Red teaming

7. Advanced and Next-Generation Systems and Architectures

7.1 Trusted computing base architectures O
7.2 Inherently secure, high-assurance, and provably secure systems 0

and architectures
7.3 Composable and scalable secure systems O
7.4 Autonomic systems O
7.5 Architectures for next-generation Internet infrastructure 0

7.6 Quantum cryptography

8. Social Dimensions of Cyber Security and Information Assurance

8.1 Trust in the Internet
8.2 Privacy O
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Cyber Security and Information
Assurance R&D Priorities:
Comparison with PITAC and IRC

Because of their direct relevance to Federal
interagency cyber security and information
assurance R&D priorities, the research topics
identified as priorities in the PITAC cyber security
report and the IRC Hard Problem List provide
useful points of comparison with the technical and
funding priorities presented in this Plan (Table 1).

The 2005 IRC list includes the following eight
hard problems:

Global-scale identity management

Insider threat

Availability of time-critical systems

Building scalable secure systems

Situational understanding and attack attribution
Information provenance

Security with privacy

O 0o o o o o o o

Enterprise-level security metrics

Although they represent differing levels of
granularity and categorization, the IRC list and the
PITAC research priorities (cited on pages 13-14)
are substantially aligned with the interagency
technical priorities in this Plan. Specifically:

0 The PITAC priority of authentication
technologies is both a top technical and a top
funding priority for the CSIA IWG agencies.
This priority also maps to the IRC hard problem

of global-scale identity management.

00 The PITAC priority of secure software
engineering and software assurance maps directly
to the technical topic of secure software
engineering, identified as a top funding priority
by CSIA IWG agencies. Other CSIA technical
and funding priorities such as software testing
and assessment tools and detection of
vulnerabilities and malicious code also
contribute to software assurance. This area

RITY AMD

20

|MEORMATION ASGlimakncFE RE&D

corresponds closely to the IRC hard problem of
building scalable secure systems, which includes
elements of software engineering that include
design, construction, verification, and validation.

The PITAC priority of holistic system security is
broad in scope and does not map directly to a
single CSIA topic area, but is relevant to the
CSIA topic of analytical techniques for security
across the I'T systems engineering life cycle,
which is a funding priority for CSIA IWG
agencies. This PITAC priority also can be linked
to other top technical CSIA R&D priorities such
as inherently secure, high-assurance, and
provably secure systems and architectures, and
composable and scalable secure systems. These
priorities also map to the IRC’s building scalable
secure systems hard problem.

PITAC’s monitoring and detection priority maps
to two CSIA R&D priorities: large-scale cyber
situational awareness (both a top technical
priority and a top funding priority), and
automated attack detection, warning, and
response (a top funding priority). This
corresponds to the IRC’s hard problem of
situational understanding and attack attribution.

The PITAC priority of modeling and testbeds
for new technologies maps to multiple CSIA
R&D priorities: cyber security and information
assurance R&D testbeds (a top funding priority)
and IT system modeling, simulation, and
visualization (a top technical priority).

The PITAC’s priority of metrics, benchmarks,
and best practices maps directly to the IRC’s
hard problem of enterprise-wide security metrics.
Although this area was not ranked as a top CSIA
R&D priority via the information-gathering and
analysis process that led to the technical and
funding priorities identified in Table 1, the
CSIA IWG recognizes the importance of and
need for metrics. A recommendation in this Plan
calls for the development and use of metrics to
improve cyber security and information
assurance.
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0 Although privacy was not called out as a single
technical area among the PITAC priorities, it
was mentioned as a subtopic within three of its
priorities (authentication technologies, holistic
system security, and non-technology issues that
can compromise cyber security). In contrast, the
IRC did focus specifically on privacy, having
identified security with privacy as one of the
IRC’s hard problems. Similarly, privacy was
identified as one of the CSIA IWG’s top

technical priorities.

Other PITAC research priorities and IRC hard
problems not identified by the CSIA IWG as
interagency R&D priorities are clearly mission-
related priorities that are receiving emphasis
within individual agencies. For example, the
DHS focus on infrastructure protection is
represented in a program aimed at securing
fundamental Internet communication protocols,
including the Domain Name System and
routing protocols — squarely within the scope of
the PITAC priority of secure fundamental
protocols. Both DoD and DHS are funding
work in recovery and reconstitution, which
corresponds to the PITAC research priority of
mitigation and recovery methodologies. DoD,
DHS, and intelligence community work in
forensics, traceback, and attribution corresponds
to the PITAC priority of cyber forensics.

Of the 10 research priorities identified in the
PITAC report, only non-technology issues that
can compromise cyber security were not

SREATICGR A S RANCE
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considered top interagency priorities by the
CSIA IWG. CSIA IWG representatives agreed
that these non-technology issues are important,
but did not view them as rising to the level of
other topics in the interagency technical and
funding rankings.

0 The two areas identified as hard problems by the
IRC that were not viewed as interagency R&D
priorities by the CSIA IWG are priorities within
certain agencies. DoD and the intelligence
community are both funding R&D in insider
threat detection, which addresses the IRC hard
problem of insider threat. DoD and the
intelligence community also have an interest in
the IRC hard problem area of information
provenance, because of its direct relevance to
management of classified information.

It might be expected that the interagency R&D
priorities identified in this Federal Plan would align
closely with the IRC list, as both lists have emerged
from the Federal R&D community and are derived
from the perspectives of Federal agencies about
R&D challenges associated with carrying out their
missions. The priorities identified by PITAC,
however, were developed by a non-government
group of subject-matter experts and therefore
represent the perspectives of a different community.
Thus, the degree of correspondence and alignment
among the results of R&D prioritization activities
conducted independently by the CSIA IWG, the
PITAC, and the IRC is particularly noteworthy.
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FINDINGS
AND RECOMMENDATIONS

he technology trends outlined in this report

make clear that the U.S. faces a long-term

engagement with a new type of challenge to
its security and economic stability. Cyber threats
are asymmetrical, surreptitious, global, and
constantly evolving. Moreover, the pervasive
interconnectivity of the I'T infrastructure on which
all sectors of society now rely makes cyber attacks
an increasingly attractive prospect for adversaries
that include terrorists as well as malicious hackers
and criminals.

This Plan outlines a Federal R&D strategy for
strengthening the security and assurance of the I'T
infrastructure. The specifics of this strategy are
articulated through the following findings and
recommendations:

1. Target Federal R&D investments to strategic
cyber security and information assurance needs

Finding: The private-sector marketplace for
cyber security and information assurance
technologies is thriving, but new products and
advances are focused mainly on areas for which
large and profitable customer bases currently exist —
principally preventing, protecting, defending
against, and responding to today’s cyber threats.

Recommendation: Federal cyber security and
information assurance R&D managers should
reassess the Nation’s strategic and longer-term cyber
security and information assurance needs to ensure
that Federal R&D focuses on those needs and
complements areas in which the private sector is
productively engaged. In general, agencies should
ensure that resources are available to support work
in the top technical priorities, address technical and
funding gaps among the priority areas as well as in
the broader collection of technical topics, and help

develop the technological foundations for next-
generation IT infrastructure, as described in this
Plan.

2. Focus on threats with the greatest potential
impact

Finding: Today’s most prevalent cyber threats
are not the most significant threats to the Nation’s
critical and IT infrastructures or to the economy,
nor will they necessarily remain the most prevalent
threats in the future. However, the constant hacker
attacks — often closer to nuisances than true threats
— that consume I'T managers’ daily attention and
security budgets pervasively skew R&D efforts
toward defenses against routine low-level attacks.
Because of the lower relative probability of severe
and highest-impact attacks, such strategic threats
are not adequately being addressed at the research,
development, or deployment levels.

Recommendation: Although cyber security and
information assurance technologies developed by
the private sector will undoubtedly evolve along
with threats, this evolution can be significantly
accelerated by laying sound technological
foundations through R&D efforts. Federal agencies
should focus cyber security and information
assurance R&D investments on high-impact threats
as well as on investigation of innovative approaches
to increasing the overall security of I'T systems.

3. Make cyber security and information
assurance R&D both an individual agency and
an interagency budget priority

Finding: As budgets become constrained, it is
important to focus on recognized priorities in order
to maximize the impact of existing funding
resources. Such a focus is particularly valuable in
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R&D in information technologies, where overall
advances require gains in many scientific disciplines
and component technologies.

Recommendation: Agencies should consider
cyber security and information assurance R&D
policy guidance (e.g., the joint memorandum from
OMB and OSTP [discussed on page 13] that
identifies cyber security as an interagency R&D
priority) as they address their mission-related R&D.
Agencies should also be aware of the interagency
cyber security and information assurance R&D
priorities identified in this report, and should give
appropriate weight to these areas in budget
formulation and technical program planning.

Recommendation: To achieve the greatest
possible benefit from investments throughout the
Federal government, cyber security and information
assurance R&D should have high priority for
individual agencies as well as for coordinated
interagency efforts.

4. Support sustained interagency coordination
and collaboration on cyber security and
information assurance R&D

Finding: Cooperative interagency activities
through the CSIA IWG enabled the development
of this Plan. Sustained coordination and
collaboration among agencies will be required to
accomplish the goals identified in the Plan.
Ongoing coordination can expand communication
about shared cyber security and information
assurance issues across disparate agencies, ensure
that there is minimal duplication of R&D efforts
across agencies, and help leverage agencies’ expertise
and strengths to achieve common goals.
Collaborative activities such as testbeds and
demonstrations can maximize the gains from R&D
efforts. For example, several agencies can develop
cooperative R&D plans to address complementary
parts of the research agenda, and joint funding may
make it possible to address common needs for
which no single agency has sufficient resources.
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Recommendation: Agencies should designate
representatives to participate in development of the
interagency R&D roadmap proposed in
Recommendation 7 and other interagency cyber
security and information assurance R&D activities.
Agencies should participate in interagency R&D
coordination and collaboration on an ongoing
basis. Agency leadership at high levels also has an
important role to play and should formally and/or
informally support cooperative activities that
involve multiple agencies. Such cooperation is
particularly desirable in the cyber security and
information assurance domain, where the goal is
improved security procedures, tools, and techniques
that can have broad impact.

5. Build security in from the beginning

Finding: Many of today’s IT infrastructure
vulnerabilities are the result of bugs and flaws in IT
systems’ software and hardware. In addition, much
of the current infrastructure was not built with
security as a core requirement. It was initially
developed in a trusted community where today’s
threats did not apply. Now it is being used in ways
that were not originally envisioned, but that require
a greater level of trust than can be provided in the
absence of security. The current standard approach
to security relies on patching vulnerabilities and
deploying a large assortment of security
countermeasures aimed at known types of attacks.
While this approach functions with varying degrees
of effectiveness as a reactive mitigation strategy, it is
not an effective long-term path to a fundamentally
more secure infrastructure.

Recommendation: The Federal cyber security
and information assurance R&D portfolio should
support fundamental R&D exploring inherently
more secure next-generation technologies that will
replace today’s patching of the current insecure IT
infrastructure.
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6. Assess security implications of emerging
information technologies

Finding: Both new information technologies
and emerging research areas can be expected to
introduce novel security issues and vulnerabilities in
the IT infrastructure. Moreover, it is likely that as
new capabilities are added to the existing I'T
infrastructure, the difficulty of fixing some
vulnerabilities will be exacerbated.

Recommendation: The Federal government
should assess the security implications and the
potential impact of research results in new
information technologies as they emerge, including
in such fields as optical computing, quantum
computing, and pervasively embedded computing.
Given the pace of technological change in the IT
domain, this analytical capability should be an
integral component of Federal cyber security and
information assurance R&D planning and
coordination activities.

7. Develop a roadmap for Federal cyber
security and information assurance R&D

Finding: While scientific advances can occur
unexpectedly and serendipitously, progress in areas
of strategic importance must be accelerated through
concerted attention and planned and coordinated
efforts. Accelerating development of new cyber
security and information assurance technologies for
the Nation’s IT infrastructure will require
agreement among Federal R&D agencies on
interagency technical priorities and coordinated
activities to address them. This Plan provides
baseline information about current Federal cyber
security and information assurance R&D to serve as
the starting point for the necessary multi-agency
coordination.

Recommendation: Federal agencies — working
together and in collaboration with the private sector
— should use this Plan’s technical priorities and
investment analyses to develop a roadmap of cyber
security and information assurance R&D priorities.
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This effort should emphasize coordinated agency
activities that address technology and investment
gaps and should accelerate development of strategic
capabilities. Agencies should adopt the collaborative
roadmapping process in an ongoing way as a means
to strengthen Federal research in cyber security and
information assurance, to intensify the R&D focus
on high-priority areas, and to leverage agency
investments more effectively in support of strategic
goals.

8. Develop and apply new metrics to assess
cyber security and information assurance

Finding: 1t is widely acknowledged in the IT
industry and the national research community that
a major research challenge is posed by the lack of
effective methods, technologies, and tools to assess
and evaluate the level of component, system, and
network security. The baseline analysis of Federal
investments found that, while the technical topic of
software testing and assessment tools is both funded
and ranked as a top R&D priority, the topic of
metrics is not in either the top funding or top

priority rankings.

Recommendation: As part of roadmapping,
Federal agencies should develop and implement a
multi-agency plan to support the R&D for a new
generation of methods and technologies for cost-
effectively measuring I'T component, system, and
network security. As more exacting cyber security
and information assurance metrics, assessment
tools, and best practices are developed through
R&D, these should be adopted by agencies and
applied in evaluating the security of Federal
systems, and should evolve with time.

9. Institute more effective coordination with
the private sector

Finding: Much of the Nation’s IT infrastructure
and interconnected critical infrastructures is owned
and operated by the private sector. Furthermore,
both private as well as public (i.e., government)
sectors rely broadly on mainstream commercial-off-
the-shelf technologies to build out and secure their
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respective parts of the IT infrastructure, making the
effective transition of technologies from R&D into
widely available products a key issue. Addressing
these needs will require ongoing communication
and coordination between the public and private
sectors to maximize the gains from each sector’s
activities.

Recommendation: The Federal government
should review private-sector cyber security and
information assurance practices and counter
measures to help identify capability gaps in existing
technologies, and should engage the private sector
in efforts to better understand private-sector views
on cyber security and information assurance R&D
needs and priorities. Improved awareness in the
Federal government and the private sector of the
other’s views on R&D needs, priorities, and
investments will enable both research communities
to develop and pursue complementary R&D efforts
that meet strategic national needs, while at the same
time making the best use of limited funding
resources for cyber security and information
assurance R&D.

Recommendation: Federal agencies supporting
cyber security and information assurance R&D
should improve communication and coordination
with operators of both Federal and private-sector
critical infrastructures with shared interests.

Recommendation: Federal coordination efforts
should encompass development of information
exchanges and outreach activities that accelerate
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technology transition as an integral part of Federal
cyber security and information assurance R&D
activities. Because widespread use of effective
security technologies is in the national interest,
obstacles to adoption and deployment of the results
of R&D activities should be addressed.

10. Strengthen R&D partnerships, including
those with international partners

Finding: From its origins nearly 40 years ago in
Federally funded R&D programs to meet Federal
needs, the Internet has grown into a remarkable
global infrastructure used by nearly a billion people.
As this Plan emphasizes, however, the Internet also
is interconnected with some of the Nation’s most
sensitive physical and IT infrastructures.

Recommendation: Given the scale, complexity,
and diversity of this multifaceted fabric of
connectivity, the Federal government should foster a
broad partnership of government, the IT industry,
researchers, and private-sector users to develop, test,
and deploy a more secure next-generation I'T
infrastructure. The Federal government should
initiate this partnership by holding a national
workshop to solicit views and guidance on cyber
security and information assurance R&D needs
from stakeholders outside of the Federal research
community. In addition, impediments to
collaborative international R&D should be
identified and addressed in order to facilitate joint
activities that support the common interests of the
United States and international partners.
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CONCLUSIONS

he IT infrastructure of the United States

today is essential to the functioning of

government, private enterprise, and civil
society, including its critical systems for water,
energy, transportation, and public safety. Federal
leadership is both warranted and needed to
encourage development of long-term goals and
technical strategies for improving the overall
security of this vital national interest.

The need for Federal leadership is underscored
by the cyber security conditions described in this
report. In summary:

0 The increasing availability of techniques to
attack the economy through the IT
infrastructure provide an asymmetric, low-cost

advantage to adversaries of all kinds around the

globe.

0 Ubiquitous vulnerabilities in today’s IT

O

The Federal government cannot unilaterally
deploy countermeasures across the existing I'T
infrastructure, nor can it unilaterally develop and
deploy a more secure infrastructure. Effective
solutions will come only through a combination
of R&D breakthroughs and cooperation among
all stakeholders.

This Plan outlines a Federal role in cyber

security and information assurance R&D that:

O

infrastructure and a rapidly evolving spectrum of

threats tie up available resources in a recurring
cycle of defensive patching that does not
strengthen the infrastructure as a whole.

0 The threats and vulnerabilities of tomorrow may U

be substantially different from today’s.

00 The Nation’s critical physical infrastructures are

connected to and rely upon the I'T
infrastructure, and thus are also liable to suffer
impacts from cyber attacks.

0 Integration of emerging technologies into the IT
infrastructure increases the breadth of and access

to vulnerabilities.

0 The degree of interconnectivity with the IT

infrastructure and among critical infrastructures

will continue to rise in the years ahead.

Ensures that cyber security and information
assurance R&D is a strategic Federal priority

Recognizes that R&D in defensive measures for
the current IT infrastructure, while a short-term
necessity, is not a substitute for strengthening
the infrastructure in more fundamental ways

Supports longer-term R&D to develop the next-
generation technologies needed to build in,
rather than bolt on, security throughout IT
infrastructure architectures

Sustains interagency collaboration to maximize

the gains from Federally funded R&D

Fosters partnerships between the Federal
government and private-sector stakeholders in
IT infrastructure security.

The Nation needs next-generation I'T

infrastructure R&D to produce the breakthroughs
from which new cyber security paradigms will take
shape. With this Federal Plan in place, the next step
is to undertake the multi-agency efforts it
recommends.
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TECHNICAL PERSPECTIVES
ON

CYBER SECURITY AND INFORMATION ASSURANCE R&D

Part II provides technical perspectives on the cyber security and information assurance R&&D
topics identified in Part I. The R&D topics are grouped into eight broad categories. Each
technical perspective, prepared and reviewed by agency officials with expertise in the topic,
describes the topic and its importance, the state of the art, and gaps in current capabilities.

1. FUNCTIONAL CYBER SECURITY AND INFORMATION ASSURANCE

The R&D topics in this category address technologies 1.1 Authentication, Authorization,
and capabilities that minimize the impact of and Trust Managemen t

compromises or potential compromises of data,

networks, and systems, or that enable them to Definition
prevent, detect, resist, or respond to attacks. Topics in  Authentication is the process of verifying the identity
this category are: or authority of a network or system user (which can

o Authentication, authorization, and trust be a human user or a computer-based process or

management diewce) through a secure means su(j,h as d{gltal
signatures, passwords, tokens, or biometric features.

Access control and privilege management > : N
Authorization, which takes place after authentication,

Attack protection, prevention, and preemption

o refer he privil ran n authenti
Large-scale cyber situational awareness efers to the privileges granted to an authenticated

user WhO has quUCSth access to services or resources.

O o o o

Automated attack detection, warning, and response ' ) ) )
(Section 1.2 discusses access control in greater detail.)

0 Insider threat detection and mitigation o A i
Authentication and authorization are interdependent;

o Detection of hidden information and covert o
authorization to use a network or system resource

information flows frequently includes establishing the identity of the

0 Recovery and reconstitution . o
user requesting access (e.g., identity-based

authentication) or verifying that a trusted third party
has certified that the user is entitled to the access
requested (e.g., credential-based authentication).

o Forensics, traceback, and attribution

Privilege is a security attribute shared by users whose
identities have been authenticated. Cross-domain
credentialing allows distinct systems, connected across
a network, to provide access based on the secure
identification procedure performed by one of the
other networked systems. Trust management consists
of making assessments of sets of credentials to
determine whether they constitute adequate evidence
for authorization.
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Functional Cyber Security

Importance

Authentication is fundamental to all information
security because it connects the actions performed on
a computer to an identified user that can be held
accountable for those actions. The expanding means
available for accessing networks make security
breaches and uncontrolled user access a growing
concern. As enterprise I'T systems continue to grow in
complexity and number of users, authorization
technologies that enable authenticated users to be
assigned varying levels of system access privileges will
play an increasingly critical role in security
management.

State of the Art

Authentication of a user is based on one or more of
three factors: a physical attribute (e.g., fingerprint or
biometric data), an artifact (e.g., an automatic teller
machine [ATM] card or cryptographic token), and/or
a data key (e.g., a password). Each has advantages and
disadvantages. The best-known and most common
authenticators are conventional static passwords.
Compromised static passwords, however, are a
common vulnerability because users are careless about
keeping their passwords secret, password security
policies (such as mandatory format rules and periodic
changes) are difficult to enforce, and malicious
attackers have technological and social tools for
discovering and accessing passwords. The use of
multi-factor authentication methods may increase
assurance. For example, an ATM might require both
an ATM card and a password or personal
identification number to provide a higher level of
assurance than is provided by either factor alone.

Biometric technologies for authentication use
measurements for identifying people — for example,
their fingerprints, voice, retinal scans, or even
handwriting — that can be used in IT authentication.
But biometric data raise privacy issues that may in
some instances limit their usage. Moreover, while
biometric authentication can be used to provide
stronger assurance of identity beyond that achievable
with static passwords, biometrics are also susceptible
to compromise. For example, recent experiments with
artificial fingers have shown that fingerprint
recognition devices can be fooled.
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Capability Gaps

The current technologies described above all have
limitations that frustrate efforts of system security
managers to increase overall security levels for
networks, systems, and information. Next-generation
concepts that both streamline and harden
authentication, authorization, and trust management
technologies and tools are needed to help mitigate
vulnerabilities associated with changing network

dynamics and increased security threats. Specific
R&D needs include:

Device authentication: Device authentication
requires equipping devices with characteristics that
can be reliably recognized. For devices and associated
processes that generate requests, authentication using
cryptographic protocols may be required. Some of
these protocols have been developed, but there has
been little experience with deploying them and
building systems that make good use of them.

Scalable authentication: Federated identities are a
capability that enables organizations to share trusted
identities across the boundaries of their networks —
with business partners, autonomous units, and remote
offices. These technologies offer the prospect of
scalable authentication needed for scalable trust
management. However, there are continuing
challenges in defining common authentication
identities and, more important, in the forms of
authorization that the inter-domain authentication
will support. This problem has been partially
addressed in some of the most common applic